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Abstract

EU countries are dependent on the import of many raw materials. The
geopolitical situation significantly impacts the European Union's raw
materials policy. Hybrid threats are a serious challenge to security
and stability in the world. They are very diverse in terms of actors,
activities, or tools. The relationship between the EU's raw materials
policy and hybrid threats is complex and influenced by a number of
factors. In principle, however, it can be said that due to its
dependence on importing raw materials from third countries, the EU
is more prone to become the object of hybrid threats that these
countries can use to promote their interests. The resistance of the
public administration to hybrid threats is one of the important factors
that can help the EU reduce the risk of threats to raw material policy
by hybrid threats. The aim of the contribution is to create a new
composite index, KAPA, which measures the resistance of public
administration to hybrid threats. The proposed index has five
dimensions — cybersecurity, resistance to disinformation, compliance
with laws and security, protection against corruption, and prevention
of a sovereign debt crisis. When constructing the KAPA index, we
start from the apparatus of fuzzy sets. We have drawn all data from
reputable, publicly available databases. According to the KAPA
index, the countries ranked best are Estonia, Denmark, Finland,
Sweden, and the Netherlands. The worst-ranked countries were
Greece, Cyprus, Italy, Bulgaria, and Croatia. The results confirmed
that fragile states, measured by the Fragile States Index FSI, are also
more vulnerable to hybrid threats and have less resilient public
administration.
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Introduction

The security environment in Europe has seen significant changes in recent years. The rise of Russia as a
military and political power is one of the most important changes in Europe's security environment in recent years.
Growing Islamic radicalism is also a serious threat to Europe's security. Several terrorist attacks in Europe in recent
years have claimed dozens of victims. Migration from Africa and the Middle East is another factor affecting
Europe's security environment. Migration may pose a threat to public security as well as to EU security forces.
Cybersecurity is an increasingly important component of Europe's security environment, as cyberattacks can have
serious consequences for economies, infrastructure, and governments. Thus, Europe is facing new security
challenges, one of the most important of them is hybrid threats.

We can define a hybrid threat as a set of coercive and subversive activities, conventional and non-
conventional, military and non-military, which both state and non-state entities can use in a coordinated manner
to achieve specific goals without a formal declaration of war and beneath the threshold of a typical reaction. Hybrid
threats imperil the functioning of democratic societies and try to weaken them from the inside by exploiting their
vulnerabilities but also their main achievements, including freedom of speech and expression, media
independence, the rule of law, public control of institutions, and democratic political competition or the openness
of the market economy. Often, their intention is to deepen social and political polarization at the national and
international level, as well as political destabilization, the inciting of social tension, undermining the credibility of
the state and public institutions, and an overall weakening of democratic decision-making and value orientation of
society.

Hybrid threats can be used to manipulate commodity markets, which can lead to higher prices or shortages
of raw materials. This could have serious economic consequences for the EU. In the EU, at least 30 million jobs
depend on the availability of raw materials. Hybrid threats can be used to carry out cyber attacks on infrastructure
needed for producing or transporting raw materials. This could cause serious disruptions in the supply of raw
materials. Hybrid threats can be used to spread propaganda that can influence public opinion on the EU's raw
materials policy. This could lead to the EU being less able to assert its interests in raw materials.

Hybrid threats constitute a serious risk to raw material policy. Cyber-attacks can disrupt the supply of raw
materials because they can attack the systems needed to transport, process, or store them. Propaganda can be used
to undermine trust in public institutions that are responsible for implementing raw materials policy. Economic
sanctions can be used to disrupt the supply of raw materials or to increase their prices.

The resilience of public administration to hybrid threats includes the ability of public administration to
identify, evaluate, and respond to hybrid threats. This also includes the ability of the public administration to
restore its functions in the event that the hybrid threat weakens it. Rapid identification and response, vulnerability
reduction, and damage repair are some concrete ways in which public administration resilience to hybrid threats
can help the EU reduce the risk that hybrid threats would threaten its raw materials policy.

To the best of our knowledge, no index in the available literature would measure resilience to hybrid threats,
nor specifically the resilience of public administration. The aim of the contribution is to create a new composite
index, KAPA, which measures the resilience of public administration to hybrid threats. The second goal of the
paper is to prove that fragile states, i.e., countries that are vulnerable to conflict, violence, and state collapse, are
also more vulnerable to hybrid threats and, at the same time, have less resilient public administration.

Literature Review

Glenn (2009) defines a hybrid threat as a combination of political, military, economic, social, and information
means and conventional, irregular, catastrophic, terrorist, and criminal methods of warfare. However, it cannot be
said that there is consensus on how hybrid threats should be defined. For this reason, Gokce's (2017) study focuses
on creating the framework for the conception of hybrid threats, which are gradually gaining importance in
international conflicts. Definitions within the EU and NATO also differ (Zandee, van der Meer & Stoetman, 2021).
The article by Pawlak (2017) outlines new areas of practical cooperation between the EU and NATO, especially
in relation to hybrid threats, building resilience in cybersecurity, and strategic communication. Bajartinas and
Kersanskas (2018) examine the theoretical debates concerning the definition of hybrid threats by singling out their
main elements and, on their basis, comparing the definitions used by the European Union and NATO.

A study by the EU Joint Research Centre and the European Centre of Excellence for Countering Hybrid
Threats identified 13 different areas of possible hybrid threats: infrastructure, cyberspace, space, the economy,
military/defense, culture, social/society, public administration, the legal area, intelligence services, diplomacy,
politics, and the information field. In our view, this is the most comprehensive overview of hybrid threats. Hybrid
threats can also be directed at public administration. Hybrid threats will continue to evolve based on the success
of their application, ongoing technological development, changes in the vulnerabilities of potential antagonists,
and the evolution of countermeasures.
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Hybrid threat actors are state and non-state entities that conduct activities related to hybrid threats. State
hybrid threat actors are states or their representatives that carry out these activities within the framework of their
state policy. Non-state hybrid threat actors are entities that are not states but that conduct hybrid threat activities.
Non-state hybrid threat actors include, for example, extremist groups, such as terrorist organizations, which may
conduct hybrid threat activities to undermine trust in the state or society, or hacker groups, which carry out
cyberattacks that are also part of hybrid threats. Propaganda groups can also be hybrid threat actors, as they can
spread disinformation, which is an element of hybrid threats.

The international system has great difficulty dealing with illegitimate non-state actors, such as transnational
terrorist groups and organized crime syndicates. The analyst Pollard (2002) proposes tools that should be
incorporated into the structure of international law and treaties to maintain credibility regarding illegal non-state
actors and to hold sponsors of illegality accountable.

Hybrid threat tools are the means that hybrid threat actors use to achieve their aims. The use of hybrid threat
tools can serve to achieve specific aims even without a formal declaration of war.

Typical hybrid threat tools are disinformation campaigns. Their aim is to spread false or misleading
information that can undermine the credibility of the targeted government or company. Disinformation campaigns
can employ various channels, such as social media, traditional media, or personal contacts.

Cyberattacks are another typical hybrid threat tool, as they can target critical infrastructure such as power
plants, financial systems, or communication networks.

At present, economic pressure is one of the most commonly used tools for hybrid threats. The aim of economic
sanctions is to cripple the economy of the targeted state. Economic sanctions can lead to an economic crisis, which
may, in turn, cause unrest and instability. Economic pressures can be used to force a target country or organization
to alter its policies to suit the interests of the hybrid threat actors. The manipulation of markets can lead to a fall in
stock prices or a decline in the value of a currency because it can cause uncertainty and panic.

Another important tool is the weakening of legal institutions, i.e., reducing their ability to conduct their duties
according to the law. Hybrid threats can disrupt the functioning of courts, the police, or other law enforcement
agencies, which can lead to the failure of information systems, the release of sensitive information, or the
impossibility of the administration of justice.

Corrupt practices can also be used as a tool for hybrid threats. Bribery and corruption can serve to gain
influence over politicians, businessmen, or other public actors, to spread the influence of such actors, and can lead
to the misuse of public funds, the reduction of competitiveness, and an overall weakening of the economy.

The Internet of Things (loT) (Maryska et al., 2018) can potentially transform many aspects of our lives,
including how we live, work, and communicate. 10T devices could be used in hybrid threats.

Another tool is diplomacy, which puts pressure on the target government. This also includes propaganda, i.e.,
spreading information intended to influence public opinion, including the propaganda of violence, which spreads
information to incite violence.

We can also include terrorism, which can be characterized as a violent act intended to cause fear or chaos,
among hybrid threat tools. Treverton (2023) presents a summary of hybrid threat tools: propaganda, fake news,
strategic information leaks (e.g., via e-mails), support for political parties, organized protests, cyber tools,
espionage, attacks on critical infrastructure, disinformation, economic leverage, and paramilitary operations.

Hybrid threat activities are sets of coordinated activities that both state and non-state actors use to achieve
concrete goals without a formal declaration of war and that run below the threshold of a customary response. The
basic characteristic of a hybrid attack is that it is designed to exploit a country's weaknesses.

Hybrid-type activities are especially complex and aim to threaten, intimidate, destabilize, and destroy a target
or disrupt services with the aim of keeping the adversary in a state of political, economic, military, and social
imbalance while keeping the initiative on the side of the attacker to decide on the development of events (Drent,
Hendriks & Zandee, 2015), without the target even realizing that it is being attacked and without the possibility of
easily identifying the source and the real target of the attack and the means of taking countermeasures. This
intimidation, often through violence, "has the aim of creating chaos, national instability, and a general sense of
insecurity among ordinary citizens. The state of insecurity over time becomes unbearable, and the ‘accusing finger'
of public resentment points at governing bodies that fail to provide the necessary protection" (Bojor, 2012).

We adopt the resilience definition that encompasses a system's ability to resist disruption, maintain operations
during disruption, and recover to full operational capacity after disruption (Bhamra et al., 2011; Amer et al., 2023;
Yarveisy et al., 2020; Pawar et al., 2022). An organization's ability to cope with environmental uncertainties,
hybrid threats, crises, and unexpected events depends on its resilience (Ince et al., 2017). Strong institutions are
more capable of responding to hybrid threats.

Good public policies (Idse et al., 2018; Hasanov, Mammadov & Al-Musehel, 2018) can play an important
role in preventing hybrid threats.

Public administration is purposively understood in the broadest possible sense as "the process of transforming
public policies into results" (Kettl, 2018). The dichotomy between politics and administration is emphasized as a
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fundamental attribute of European societies (Wallace, Pollack & Young, 2015). Giannopoulos, Smith, and
Theocharidou (2021) state that the role of public administration is the implementation of laws and regulations.

Ensuring resilience with an emphasis on eliminating the effect of hybrid threats is an important role for public
administration (Koraus et al., 2021; Koraus et al., 2023a; Koraus et al., 2023b; Koraus et al., 2023c). Public and
state authorities remain informed about hybrid threats, and that they know how to identify them and respond to
them. The added value of the work of Koraus et al. (2023d) is identifying factors important for the resistance of
public administration to hybrid threats, including the importance of these factors in the Slovak Republic.

Economic
pressure
campaigns
Cyberattac Corrupt
Y ks resilience P

practices

against
threats
Fig. 1. Factors (hybrid threats tools) affecting public administration resilience against hybrid threats

Material and methods

Individual indicators characterize one measurable or observable aspect of the investigated phenomenon (Gao
etal., 2023). A large set of individual indicators could serve as a comprehensive profile of the phenomenon under
consideration (Wang, 2023). Compared with a set of individual indicators, a composite index not only
characterizes multidimensional sustainability but also simplifies regional and secular comparisons, integration into
decision-making, and public communication (Gao et al., 2023). Building a composite index consists of several
steps. The first is the selection of indicators characterizing the investigated phenomenon. The second is to assign
weights, which is usually a methodologically problematic and highly controversial process. The last step is to
aggregate the indicators (Gao et al., 2023).

According to Mecatti, Crippa, and Farina (2012), a number of subtopics in which the macrotheme may be
split should be first identified to represent the measurable dimensions of the latent dimension under study. Then,
a pool of descriptive observable variables, interpreting these dimensions and suitably measuring them within every
sub-topic, should be identified to quantify each component of the macrotheme.

Composite indicators are increasingly recognized as useful policy-making and public communication tools
for conveying information about a country's performance in various areas, such as the environment, economy,
society, or technological development (Nardo et al. 2005).

Building resilience is paramount when it comes to countering hybrid threats. A good understanding of the
underlying causes of exploitable vulnerabilities is required (Hybrid CoE, 2020).

Identification of relevant aspects

The identification of relevant resilience indicators for a given risk is the first critical step in measuring
resilience (Amer et al., 2023). Public administration is responsible for providing basic services to citizens and
businesses, such as protection, education, healthcare, and infrastructure. The construction of the KAPA index is
based on the thesis that if a state is resistant to various hybrid threats, its public administration will likely be able
to continue providing services to citizens and businesses. The novel composite indicator KAPA has five
dimensions corresponding to different aspects of public administration resilience against hybrid threats.

The composite index provides relatively concentrated information derived from a certain number of partial
indicators. The aim of our contribution is to construct a novel composite index - the Public Administration
Resilience Against Hybrid Threats Index (KAPA).

The proposed index has five dimensions — cybersecurity, resistance to disinformation, compliance with laws
and security, protection against corruption, and prevention of a sovereign debt crisis. In the following sections, we
will clarify the reasons for selecting these individual dimensions as well as indexes of renowned institutions, with
the help of which we will quantify them and then compile a new index from the quantified dimensions.

Cybersecurity

The first conflicts of the 21st century showed that information technologies and cyberspace could be used
with malicious intent for designing and executing influential operations targeting mass audiences and specific
communities (Mazzucchi, 2022). The battle against cyber information threats is more difficult to achieve because
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the virtual space is free from any real control, and any violent intervention by the authorities may be interpreted
as an attempt to limit the right to expression and access to information.

We will assess cybersecurity using the National Cybersecurity Index (NCSI). The NCSI is a global index that
measures countries' preparedness for preventing cyber threats and handling cyber incidents. The NCSI can help
countries identify their cybersecurity strengths and weaknesses and can also help countries monitor their progress
in improving their cybersecurity over time. The NCSI helps countries identify areas in which they need to improve
their cyber cooperation with other countries and assists countries in raising cybersecurity awareness among citizens
and businesses.

Ensuring cybersecurity is a critical task for all countries in the framework of the resilience of public
administration to hybrid threats. Public administration is vulnerable to cyber threats, which can affect its ability to
provide services to citizens and businesses. Therefore, we included cybersecurity as one of the pillars of public
administration's resilience to hybrid threats. The higher the cyber security of a specific country, the more resistant
the public administration is to cyberattacks.

Disinformation

Duberry (2022) states that disinformation on Facebook is deliberate and often strategic in that it is aimed at
specific demographic groups and embeds false stories and coordinated efforts from real and fake accounts with
the aim of engaging the public (Bennett & Livingston, 2018).

Disinformation campaigns are part of a large strategy to cast doubts on common understandings of the
advantages, relevance, and resilience of European liberal democracies, thereby contributing to a global geopolitical
power game (Duberry, 2022).

The Media Literacy Index (MLI) is a tool used to measure an individual's. This is an important skill in today's
world, where we are exposed to a huge amount of ability to understand and critically evaluate media information
from various sources. The Media Literacy Index measures media literacy based on 10 criteria, including an
individual's ability to recognize different types of media and their purposes, to understand how the media operates
and what its assumptions are, to critically evaluate information from the media, to identify bias and errors in the
media, to create one's own opinion based on information from the media, to understand how the media affects
society, to understand how we can engage with the media, and to understand how we can protect ourselves from
the harmful effects of the media.

Disinformation is a tactic to undermine trust in democratic institutions. Disinformation campaigns and
propaganda are activities aimed at influencing, destabilizing, and disrupting the carrying out of public
administration. We included the ability of individuals to understand and critically assess information from the
media, i.e., be resilient to misinformation, in the composite index KAPA.

Compliance with Laws and Security

Security is one of the defining aspects of any society governed by the rule of law and is a basic function of
the state. It is also a prerequisite for realizing the rights and freedoms that the rule of law seeks to promote.

Public administration represents one of the crucial components by which a state and its power are exercised.
In it, public authorities decide on the rights, legally protected interests, and obligations of natural persons and legal
entities. Legal and administrative regulations determine behavior both in and outside government. How regulations
are implemented and enforced is important.

The rule of law is defined as the observance of laws, the independence of the courts, and the presence of
transparent and effective institutions. The rule of law is an important aspect of governance, as it ensures that people
are dealt with fairly and equally in accordance with the law.

The rule of law is important for public administration for several reasons - it ensures that the public
administration operates in harmony with the law; protects the rights of citizens, who have the right to a fair trial
and equality before the law; and creates a stable and predictable environment for business, which need to know
that their rights will be protected to invest and grow. The rule of law ensures that public administration is
transparent and accountable, that citizens have the right to access information about public administration
activities, and that they have the right to demand accountability from public officials.

The rule of law is a complex concept that is difficult to measure precisely. The Worldwide Governance
Indicators (WGI) project reports aggregate and individual governance indicators for over 200 countries and
territories for six dimensions of governance.

The rule of law has strong institutions. Strong institutions (i.e., strong public administration) are more capable
of better responding to hybrid threats. We will measure the Compliance with Laws and Security dimension using
the Rule of Law dimension of the WGI index.

Corruption

Corruption in public administration can be defined as the misuse of public administration apparatus with the
goal of personal or group favoritism or direct enrichment, whereby the means is the corruption of officials, local
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politicians, and local representatives of political parties by various persons or interest groups. We can, therefore,
speak about corruption in public administration or define this as an action that is not in line with the standards on
whose basis and in line with which public authorities and public functions operate, namely due to the prioritizing
of individual (private) interest, i.e., interest concerning an individual to achieve personal benefit.

The European Quality of Government Index (EQI) measure of institutional quality available at the regional
level in the EU. Institutional quality is defined as a multidimensional concept consisting of high impartiality,
quality of public service delivery, and low corruption. The EQI is based on three dimensions — Perceptions and
experiences with public sector corruption, Impartiality, and Quality.

The World Bank rescaled the regional data to national data ranging from 0 to 1. The higher the values, the
better the quality of public administration is evaluated.

The negative effect of corruption in public administration is the weakening of citizens' trust in the law, the
rule of law, and its institutions. This is the creation of parallel, unelected, undemocratic power decision-making
structures, which weakens the power of public administration and thus also resilience to hybrid threats.

Avoiding a sovereign debt crisis

General government debt to GDP ratio measures the gross debt of the general government as a percentage of
GDP. A sovereign debt crisis can have different consequences. It can lead to a reduction in economic growth and
to a rise in unemployment. When governments are forced to reduce public spending, this can also lead to a
reduction in spending on social programs and public services and, thus, a drop in living standards. A sovereign
debt crisis can lead to rising inflation, as governments may be compelled to print more money to meet their
obligations. It can also lead to a decrease in confidence in the economy, which can make it difficult for the
government to obtain new loans and investments from private investors. People can become frustrated with
economic problems and reduced living standards; thus, a sovereign debt crisis can lead to unrest and social tension.
The ability to avert a sovereign debt crisis can be measured using the general government debt ratio to GDP.

Composite Indicator KAPA

The structure of the composite indicator KAPA, according to the methodology of Mecatti, Crippa, and Farina
(2012), is in Tab. 1. We quantify individual dimensions with values from world-renowned databases. Data were
used from public databases for the year 2021. A description and the source of the indicators is in Tab. 2.

Tab. 1. Macro subject: Public Administration Resilience Against Hybrid Threats

Sub-topic 1 Sub-topic 2 Sub-topic 3 Sub-topic 4 Sub-topic 5
Resilience against ~ Resilience to Resilience against Resilience against
Dimensions | cyberattacks disinformation Legal resilience corruption sovereign debt crisis

Dimension Perception of
Dimension Rule of Law corruption in the public

National (in Worldwide sector (in the European
Cybersecurity Index Media Literacy Index Governance Indicators Quality of Government ~ The ratio of general
Indicators | (NCSI) (ML) (WGl Index (EQI) government debt to GDP

Tab. 2. Source and description of indicators

Indicator Source Minimum Maximum Direction: better is
NCSI e-Governance, Estonia 0 100 higher
MLI European Policies Initiatives 0 100 higher

World Bank, National Resource

Dimension Rule of law (WGI) . -2.5 25 higher
Governance Institute

Dimension Perception of corruption R - .

in the public sector (EQI) University of Gothenburg*/ 0 100 higher

General government debt to GDP OECD, International Monetary 15 225 lower

Fund

*/ World Bank rescaled the regional data to national data with a range from 0 to 1

We construct the new KAPA index using the fuzzy sets apparatus. Fuzzy sets were introduced by Lotfi A.
Zadeh in 1965 as an extension of the classical notion of a set. The central idea of fuzzy set theory is that an object
simultaneously belongs to more than one set. The closeness of the object to a set is indicated by membership
degrees (Peters, 2009). More mathematically, consider a classical set A of the universe U. A fuzzy set «4 is defined

by a set of ordered pairs, a binary relation:

A={ X 114 ()): XA, 114 (X) €(0,1)} @
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where u,, (X) is a membership function. The value ., (x) specifies the grade or degree to which any element x in
A belongs to the fuzzy set «4. The membership functions play a pivotal role in fuzzy representation. The trapezoidal
membership function (Fig. 2.) is defined by four parameters: a, b, ¢, and d:

Hirapeziodal(X; &, b, €, d) = max (min ((x - a)/(b - @); 1; (d - x)/(d - ¢)); 0). )
Iu,.n
L —
/ N\
/ \
.-'; i \\
a b ¢ d &

Fig. 2. The trapezoidal membership funYAon

We use two special forms of trapezoidal function based on the openness of the function. They are known as
the R-function (Open right) and the L-function (Left open). When higher indicator values are desired, we use L-
functions. An L-function has ¢ = d =+c. Conversely, when lower indicator values are desired, we use R-functions.
An R-function has a = b = -oo.

Given a fuzzy set «4 on universe U, their a-cuts (ae (0,1)) are defined as follows:

Aa={ (X 4 (X)> o} 3)

a-cut of a fuzzy set «4 is a crisp set. This simple but important relationship applies to a-cuts of a fuzzy set «4: If
a< fthen Ap < A

A linguistic variable is characterized by a quintuple (X, T(X), U, G, M), where X is the name of the variable,
T(X) is the set of terms of X, U is the universe of discourse, G is a syntactic rule for generating the name of the
terms, and M is a semantic rule for associating each term with its meaning, that is, a fuzzy set defined on U (Peters,
2009). In our case, X is "resilience against the analyzed factor”, T(X) is a set of terms used in the discussion of
resilience against the analyzed factor, i.e., {resilient, very resilient, more or less resilient, nonresilient, very
nonresilient, more or less nonresilient}. Universe U is the range of indicator values. The syntactic rule G that
generates the terms of T (resilience against the analyzed factor) is T(i+1)={resilient}u{very T"i }. Semantic rule
M associated with the linguistic term resilient with its meaning is

M(resilient) = {u, sesitient (U); U€(0,100)}

where uresilient(U) is @ membership function. Linguistic hedges can be used to modify linguistic variables. Assume
that the meaning of a linguistic value X is defined by the membership function wux (u) of U, then linguistic hedges
"very" and "more or less" are constructed by mathematical representations (Huynh, Ho and Nakamori, 2002) as
follows:

Very X = CON(X), where zcone (U) = (ux (U))? ;
More or less X = DIL(X), where uoix (U) = (ux (U))%5;
Not X = NEG(X), where znecp (U) =1 - ux (u).

Weighting is the most important step and should be handled with great care. However, existing approaches
to applying weights have been subject to severe criticism, as weighting is typically a methodologically problematic
and highly controversial process (Gao et al., 2023). A simple case that we use is equal weighting, where all
indicators are attached with the same importance.

Aggregation functions combine input values into a single output value, which represents all the inputs. Radko,
Kolesarova, and Komornikova (2015) give a list of basic examples as well as some peculiar examples of
aggregation functions.

An OWA operator of dimension n is a mapping F : R"™— R, that has an associated vector W = (Wy, Wo, ..., Wy
)T such as w; € (0, 1) and > w; =1. Then F(as, ay, ..., an) = 2 wjbj, where by is the j-th largest element of the {a,
as, ..., an}. We use a special type of OWA aggregation operator - averaging operator wa = (1/n, 1/n, ..., 1/n)T.
Then F(as, a, ..., an) = 2 aj 1/n. OWA operators appear to be particular cases of Choquet integral with respect to
a suitable fuzzy measure (Grabisch, 1997).
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The Fragile States Index

Concluding we will compare the ranking of states according to our new KAPA index with the ranking of
states according to Fragile States Index (FSI). The FSI is a tool that measures the vulnerability of countries to
conflict, violence, and state collapse. It is published by the Fund for Peace, a nonprofit organization that prevents
conflict and promotes peace. The FSI is scored on a scale of 0 to 120, with a higher score indicating a higher
vulnerability to fragility.

States with lower FSI ratings are usually less resilient to hybrid threats. This is because such states often have
weaker institutions, less cooperation between different actors, and a lower level of transparency, making them
more vulnerable to being targeted by hybrid threats. A state with a low FSI evaluation may be more susceptible to
disinformation campaigns, a typical tool of hybrid threats. This is because such a state often has weaker institutions
that are less able to identify and respond to disinformation campaigns. States with a lower FSI evaluation are more
often the target of cyberattacks because they often have weaker institutions that have less funding and are less
capable of identifying and responding to such attacks.

Results and discussion

We included five indicators in the analysis, the selection of which is based on a literature review; their
descriptive statistics are shown in Table 2. The largest variability measured by the coefficient of variation is
General government debt to GDP (62.7661). The second largest variability is the Dimension Rule of Law
(54.6184). The third largest variability is the MLI (23.1326). Skewness measures the distortion of symmetrical
distribution or asymmetry in a data set. Data distribution is for the three indicators nearly symmetrical (skewness
between -0.5 and 0.5) — Rule of law, MLI, and Perception of corruption in the public sector (EQI). Others are
skewed. All indicators except general government debt to GDP have a negative skew. This means most of the data
distribution will be on the right side of the mean, while the lower-ranging values will be on the left side of the

curve.
Tab. 3. Descriptive statistics

Standard

Indicator Minimum Maximum Mean  deviation Median  Coefficient of variation Skewness
NCsI 50.6500 948100 81.3856 11.1555 84.4200 13.7070 -1.1698
MLI 29 78 55.1481 12.7572 56 23.1326 -0.1566
Dimension Rule of law (WGI) -0.0439 2.0579 1.0722 0.5856 1.1099 54.6184 -0.0712
Dimension Perception of corruption in

the public sector (EQI) 0.6708 0.9148 0.8138 0.0733 0.8128 9.0033 -0.4469
General government debt to GDP (%) | 17.6900 212.4000 70.7648 44.4163 55.3100 62.7661 1.6073

In the first step of KAPA index construction, we fuzzify the values of individual dimensions. In Tab. 4. the
linguistic variables associated with the dimensions of the KAPA index are described.

Tab. 4. Linguistic variables

Dimension Linguistic variable X Universe U Membership function Meesiiient )

Resilience against cyberattacks Resilience against cyberattacks (0, 100) max (min (u/100; 1); 0)

Resilience to disinformation Resilience to disinformation (0, 100) max (min (u/100; 1); 0)

Legal resilience Resiliency in complying with (-2.5, 2.5) max (min ((u + 2.5)/5; 1); 0)
the law and ensuring safety

Resilience against corruption Resilience against corruption (0, 1) max (min (u; 1); 0)

Resilience against sovereign debt crisis Resilience against sovereign (15, 225) max (min ((225 - u)/210; 1); 0)
debt crisis

Countries that belong to the 0.80-cut of the fuzzy set "very resilient™ are very resilient against cyberattacks.
These are Belgium, Estonia, Lithuania, Czech Republic, Germany, Greece, Portugal, and Romania (Fig. 3).
Countries that belong to the 0.80-cut of the fuzzy set "resilient" are resilient against cyberattacks, i.e., the very
resilient countries plus Spain, Poland, Austria, Finland, Denmark, France, Sweden, Croatia, the Netherlands, and
the Slovak Republic. Countries that belong to the 0.80-cut of the fuzzy set "more or less resilient” are more or less
resilient against cyberattacks, i.e., all resilient countries plus Italy, Ireland, Latvia, Bulgaria, Hungary, Cyprus, and
Luxembourg. Slovenia and Malta belong to indefinite countries because they do not belong to the 0.80-cut of any
fuzzy set.
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Fig. 3. Resilience against cyberattacks

Finland, Denmark, Estonia, Sweden, Ireland, the Netherlands, and Belgium are more or less resilient to
disinformation (Fig. 4). Romania and Bulgaria are more or less nonresilient to disinformation. The remaining states
are indefinite countries because they do not belong to the 0.8 cut of any fuzzy set. Resistance to disinformation is
the weakest point of vulnerability to hybrid threats.
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Fig. 4. Resilience to disinformation

Only Finland is very resilient in complying with the law and ensuring safety (Fig. 5). Resilient are Finland,
Denmark, Austria, Luxembourg, the Netherlands, Sweden, Germany, and Ireland. More or resilient are the resilient
countries plus Estonia, Belgium, France, Portugal, the Czech Republic, Lithuania, Slovenia, Latvia, Spain, Malta,
and the Slovak Republic.
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Fig. 5. Resilience in complying with the law and ensuring safety

Four countries are very resilient to corruption — Finland, the Netherlands, Estonia, and Ireland (Fig. 6).

Resilient are the very resilient countries and Denmark, Sweden, Germany, Luxembourg, Belgium, Austria, the
Czech Republic, Slovenia, France, Spain, Italy, and Malta. All EU countries are more or less resilient.
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Fig. 6. Resilience against corruption

Estonia, Luxembourg, Denmark, and Bulgaria are very resilient against a sovereign debt crisis (Fig. 7).
Resilient countries are the very resilient, plus Sweden, Lithuania, Poland, the Czech Republic, Germany, Latvia,
Romania, the Netherlands, Malta, and Finland. Greece is very nonresilient, with a ratio of general government
debt to GDP higher than 200 percent. More or less resilient are very resilient countries, resilient countries, and
Ireland, Austria, the Slovak Republic, Slovenia, Hungary, and Croatia. Belgium, France, Spain, Portugal, Cyprus,
and Italy are indefinite countries because they do not belong to the 0.80 cut of any fuzzy set. All have a very high
ratio of general government debt to GDP.
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Fig. 7. Resilience against a sovereign debt crisis
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In the second step, we aggregate the membership functions. We use a special type of OWA aggregation
operator — averaging operator wa. The higher the value of the KAPA index, the higher the resilience of public
administration to hybrid threats.

Table Tab. 5 contains the values of the membership functions and the resulting KAPA index. When we notice
the asymmetry of the distribution of the values of the membership functions, their median is greater than the mean,
and thus, most of the values are greater than the mean.

Tab. 5. Values of the membership functions and the resulting KAPA index

Country CS RD LS PC DC KAPA Rank
Austria 0.8571 0.6000 0.8576 0.8705 0.7719 0.7914 8
Belgium 0.9481 0.6400 0.7652 0.8736 0.6395 0.7733 11
Bulgaria 0.7403 0.2900 0.4912 0.6721 0.9150 0.6217 24
Croatia 0.8312 0.4300 0.5605 0.6708 0.7012 0.6387 23
Cyprus 0.6623 0.4200 0.6274 0.7482 0.3913 0.5698 26
Czech Republic 0.9221 0.5300 0.7252 0.8291 0.8640 0.7741 10
Denmark 0.8442 0.7300 0.8873 0.8937 0.9332 0.8577 2
Estonia 0.9351 0.7200 0.7855 0.9024 0.9872 0.8660 1
Finland 0.8571 0.7800 0.9116 0.9148 0.8080 0.8543 3
France 0.8442 0.5700 0.7578 0.8203 0.6345 0.7254 14
Germany 0.9091 0.6200 0.8217 0.8814 0.8511 0.8167 6
Greece 0.8961 0.3800 0.5700 0.7612 0.0600 0.5334 27
Hungary 0.6753 0.4200 0.6062 0.7913 0.7133 0.6412 22
Ireland 0.7532 0.7000 0.8060 0.8956 0.7768 0.7863 9
Italy 0.7922 0.4900 0.5539 0.8102 0.3736 0.6040 25
Latvia 0.7532 0.5200 0.6963 0.7891 0.8503 0.7218 15
Lithuania 0.9351 0.5300 0.7220 0.7763 0.8648 0.7656 12
Luxembourg 0.6623 0.5900 0.8574 0.8770 0.9744 0.7922 7
Malta 0.5065 0.4300 0.6729 0.8086 0.8088 0.6454 21
Netherlands 0.8312 0.6800 0.8479 0.9026 0.8219 0.8167 5
Poland 0.8701 0.5600 0.5889 0.7808 0.8648 0.7329 13

1019



Antonin KORAUS et al. / Acta Montanistica Slovaca, VVolume 28 (2023), Number 4, 1010-1024

Portugal 0.8961 0.6100 0.7267 0.7651 0.4432 0.6882 18
Romania 0.8961 0.3400 0.5815 0.7075 0.8366 0.6723 20
Slovak Republic 0.8312 0.4500 0.6411 0.6978 0.7506 0.6742 19
Slovenia 0.5974 0.5800 0.7060 0.8261 0.7442 0.6907 17
Spain 0.8831 0.5600 0.6752 0.8128 0.5656 0.6993 16
Sweden 0.8442 0.7200 0.8468 0.8936 0.8842 0.8378 4

Comment: CS -Resilience against cyberattacks, RD-Resilience to disinformation, LS-Resiliency in complying with the law and ensuring
safety, PC-Resilience against corruption, DC-Resilience against the sovereign debt crisis

The countries with the lowest KAPA values (Fig. 8) have problems, especially with Resilience to
disinformation (RD) and Resilience against a sovereign debt crisis (DC).
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Fig. 9. Resilience of public administration against hybrid threats

No EU country has a very resilient public administration against hybrid threats (Fig. 9). Only six countries
are resilient: Estonia, Denmark, Finland, Sweden, the Netherlands, and Germany. These are countries that are
intensively focused on solving problems related to hybrid threats in universities or institutions. Except for Estonia,
these are countries with a high GDP per capita value. France placed 14" in the ranking. At the bottom of the
ranking are the countries of the former socialist bloc, except for the Czech Republic, which took an excellent 10th
place. More or less resilient public administration against hybrid threats has the countries that are resilient as well
as 16 others. There are also countries that are indefinite in terms of resilience in public administration against
hybrid threats — Croatia, Bulgaria, Italy, Cyprus, and Greece. All the listed states have membership function values
among the worst-ranked states in at least three value dimensions.

All dimensions of the KAPA index show statistically significant dependence (Fig. 11) on the value of the
KAPA index, except for the cyber threat dimension measured by the NCSI. The choice of NCSI over other indices
measuring resilience to cyber threats is based on the index's methodology. The results would not significantly
change even if the widely used Global Cybersecurity Index (GCI) were used. The GCI measures countries'
commitment to cybersecurity at a global level — to raise awareness of the importance and different dimensions of
the problem. Resilience against cyber-attacks is not statistically dependent, with no dimension of the KAPA index.
The statistical methods did not confirm our assumption that the higher the cybersecurity of a particular country,
the more resistant its public administration is to cyberattacks. Nevertheless, we argue that resilience against cyber
threats is important to resilience against hybrid threats. The virtual space is free from any real control, and any
violent intervention by authorities may be interpreted as an attempt to limit the right to expression and access to
information. Creating an effective cybersecurity management system that will ensure implementation and
compliance with legislation is necessary.
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Fig. 10. Values of the KAPA index in EU countries
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Now, let us measure the dependence between the new KAPA index and the FSI index. The Pearson correlation
coefficient between the FSI and the new public administration resilience to hybrid threats index KAPA is -0.7894
(p-value is 6.023e-07). This means an indirect linear relationship exists between the KAPA and FSI indices. This
dependence is described even better by Spearman's correlation coefficient of -0.8052503 (p-value is 2.114e-06),
which is a measure of monotonic dependence. Both coefficients are high and significant.

Dependence exists between the Fragile States Index (FSI) and the resilience of public administrations to
hybrid threats KAPA. Weak states (as assessed using the FSI) have weak state institutions that are less capable of
facing the complex challenges of hybrid threats. They often have higher levels of corruption and crime, creating
an environment where hybrid threats can spread more easily. They often have high levels of social tension and
instability, which can create opportunities for hybrid threats to spread disinformation as well as incite unrest.
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Fig. 12. Dependence between the new KAPA index and the FSI index.
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Conclusions

Quality public administration and country management are key factors in its economic performance. There
are several instruments by which the public administration supports the raw materials policy of the European
Union. These are legislative instruments when the public administration implements and complies with European
laws and regulations related to raw materials policy. The public administration uses economic instruments such as
taxes, fees, subsidies, and other financial incentives to support the efficient and sustainable use of raw materials
in accordance with EU policy. The public administration supports research and development in the field of raw
materials policy, for example, in the field of new technologies for extraction and processing of raw materials or in
the field of recycling and secondary use of raw materials. Public administration can support the business
environment so that fundamental technological breakthroughs in the field of reducing raw material dependence
are translated into real products with real commercial potential. Another tool is the support of education and
awareness in the field of the EU's raw materials policy to increase public awareness of the importance of the
efficient and sustainable use of raw materials. We can also include the implementation and use of European
programs and funds that are intended to support raw materials policy.

Hybrid threats can affect public administration and thus threaten its support for resource policy in several
ways. Hybrid threats can exploit weaknesses in public administration, such as weaknesses in management and
control systems, corruption, or lack of transparency. Hybrid threat actors can use disinformation and propaganda
to influence public opinion and decision-making in public administration. This can lead to wrong decisions in the
area of raw materials policy or resistance to the necessary measures. Hybrid threat actors can use cyber-attacks to
disrupt public administration information systems, which can impact the ability of public administration to manage
and support resource policy effectively. Hybrid threat actors can abuse legal rules and processes to achieve their
goals, for example, through legal disputes or manipulation of regulatory processes. They can also influence
electoral processes in order to achieve results that are beneficial to them. This can have a negative impact on
political decision-making in the area of raw materials policy. Hybrid threats require a comprehensive response that
includes improving security measures, strengthening transparency and accountability, fighting corruption,
improving cyber security, and strengthening corporate resilience.

The aim of the paper was to create a new composite KAPA index, which measures the resistance of public
administration to hybrid threats. No EU country has a very resilient public administration against hybrid threats.
Only six countries are resilient: Estonia, Denmark, Finland, Sweden, the Netherlands, and Germany. The worst-
ranked countries were Greece, Cyprus, Italy, Bulgaria, and Croatia. Although resilient countries are also dependent
on oil and gas imports, they also have significant coal and renewable energy resources, which makes them
vulnerable to price fluctuations and political instability in these regions and provides them with a higher degree of
security. According to KAPA, the differences between the countries at the beginning and at the end of the ranking
are also dependent on rare earths.

The supply of raw materials has become a real geopolitical tool. The Critical Raw Materials Act (CRMA)
from 2022 should provide a shared understanding of which critical raw materials can be considered as particularly
strategic. Targeted amendments and harmonization to existing legislation, notably on waste, would promote
quality recycling of strategic raw materials and an efficient market for secondary raw materials, which is in line
with our circular economy objectives. By fulfilling the CRMA, the public administration has the opportunity to
contribute to securing the future of European industry. CRMA can help European businesses withstand price
fluctuations and political uncertainties and ensure they have access to the critical raw materials they need for their
production.

The FSI is used to measure the vulnerability of states to internal and external challenges that may threaten
their stability and reduce their ability to follow the law and provide basic services to their citizens. Our study also
confirmed that there is a clear link between the Fragile States Index (FSI) and the resilience of public
administrations to hybrid threats measured by the KAPA index. Powerful states have a public administration that
is resistant to hybrid threats.
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